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Abstract
The study on understanding the level of security awareness in mobile computing devices among
students of Higher learning Institution in Tanzania; was conducted in Arusha region, involving;
Institute of Accountancy Arusha, Mount Meru University and Arusha University. Asample of 327
students who were interviewed using questionnaires. The study results revealed that students
possess little security awareness on threats and security features on the computing devices they
use. Among those who were knowledgeable about the security features identified, some did not use
these features and even those who used the featured yet some did not use these security features all
the time. The study recommended that higher learning institutions should put in place guidelines,
policies and artifacts to ensure security to students and institution community at large.
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1. Background
Mobile computer devices are devices designed to be portable, often to fit on our lap, in the palm of
our hand or in our pocket. With these mobile devices, one can do many of the things you do with a
desktop computer while you are away from your working area or traveling. Features in mobile
computer devices include batteries, video camera, camera, voice recorder and music player. The
devices are mostly grouped into Laptop computers, tablets, smartphones, e-readers and handheld
gaming devices, used to connect to the Internet and communicate with others.
The benefits of mobile devices are numerous and have been documented widely in various
literature Eschenbrenner. and Nah, (2007); Lucas, (2016); Vats (2009) and Worthofusr (2015).
Such benefits are across cutting in the sense that anyone using a smartphone device can realize
them irrespective of their gender, ethnicity, religion, or educational background. The world has
found itself pushing harder into the invention of new technology due to the need of its users
requiring smaller, faster, portable devices (Wang et al., 2012). Manufacturers are required to
produce hand-held mobile devices that are more affordable in terms of cost and are capable of
performing all the functions that were initially being done by personal computer. These mobile
devices are more prone to digital attacks as they are most of the time connected to the internet,
occasionally without the knowledge of the user.
It has been found that there’s growing rate of acceptance and usage of this mobile devices in higher
learning studies, whereby for students, use this mobile devices mainly smartphones in their daily
life at their universities. As Kafyulilo (2014) stipulated that mobile devices are more portable to
carry, easy of reading and accessing contents, to the level that there is no need for you to open and
close using like laptop computers, capability to have free/low cost software as well as data
collection or note taking. Accomplishing these and many other tasks in a smart mobile device
requires constant connection to the internet or network. In such cases, protection become number
one priority as mobile computing devices are prone to several cyber-attacks such Spoofing, Denial
of service, network congestion, spam, eavesdropping; loss, theft, disposal or damage; cloning SIM
card; technical failure of device; unauthorized device (physical) access; unauthorized Access;
offline tempering; crashing; misuse of phone identifiers and many more.
Security awareness is explained in different ways; such as Information Security awareness as an
end-users general knowledge about information security and their consequences Ophoff, and
Robinson (2014; Colwill (2009). According to Ophoff, and Robinson (2014) as cited in Kissel
(2013) information security can be defined as “the protection of information and information
systems from unauthorized access, use, disclosure, disruption, modification, or destruction in order
to provide confidentiality, integrity, and availability.”
While computer security threats are known to its users, the level of awareness of the security issues
is little known to smartphone users. Sari and Candiwan (2014). Affordability of smartphones and
their ubiquity exposes its user base to various security threats, as many users are being connected
online through their smartphones. These means that users of smartphones are exposed to the threat
of remotely being monitored or phishing of some of their information remotely without their
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knowledge by using some of the malicious software Felt et al (2011). Huang et al (2011) stipulated
that when you increase user knowledge you can improve acceptance with good security practices.
Parker et al(2015) “…proposed that user education using a simple, non-technical design is key to
encourage security awareness and adoption of security controls, especially in emerging markets.”
Researches on mobile computing devices have largely been focusing on the adoption and security
in installation of software packages from official repositories Mylonas et al (2013). Therefore, this
study sought to understand the level of awareness about security features available in mobile
computing devices among students of higher learning institutions in Tanzania: specifically finding
out the level of awareness about security features available in smartphones, and examining the
extent that students utilize these security features available in their smartphones.
2. Methods
Data for the study were collected from three higher learning institutions Institute of Accountancy
Arusha (IAA), Mount Meru University and Arusha University, in Arusha city, Northern part of
Tanzania, Africa. These academic institutions were used as a case representing several other
institutions in this part of the country.
2.1. Study Design
The study used mixed approach, quantitative and qualitative approach which was expected to easy
understanding of mobility, strength, flexibility, evolution, targeting on individual student behavior,
on the awareness on mobile phone usage and security. The study design also intended to
maintained a minimal interaction with the research participants when carrying out this study
Wilson (2010). The target population were the students using smartphones in both undergraduate
and postgraduate programs of the said institutions as they are most users who are likely to be very
interested with this technology (MCD), and always interested in trying every new technology
especially when it comes to new smartphones. Given these characteristics, students are more likely
to be victims, and exploring what they know about security awareness on smartphone will enable
them to use these devices at a safer way.
The study used a samplesize of 327 students in all the institutions mentioned which were sampled
using convenience non-probability sampling technique.
2.2. Data collection and Analysis
The study used both primary and secondary data to ensure the findings of the study are as detailed
as possible. Structured questionnaires which was mainly multiple-choice questions were used as
they are said to be good way of evaluation method especially when surveying user’s practices. The
filled questionnaire was returned to the researcher through personal delivery or through e-mail.
Collected data were carefully coded and entered into IBM SPSS Statistics software version 20,
which was used to clean, manipulate and analyse the data. Descriptive statistics was the main
analysis technique that was used where categorical answers frequencies were tabulated while for
qualitative data mean and other measures of dispersion a were assessed.
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3. Findings and Discussions
3.1. Participants Personal characteristics
The data was collected main from male and female students with a bit more males when compared
to female given the enrolment status of more male students in higher learning Institutions. Data
released that more than two-third of all interviewed students were of the age between 18 to 29
(72%) years followed by those who were between 30 years to 39 (%). Data also revealed that
students interviewed were studying accounting, logistic, business, computing and education
studying at bachelor level mainly (54%) followed by diploma (31%).
Table 1: Participants Characteristics
Characteristic
Male
Female
Age group
Under 18 years
18-29 years
30-39 years
40-49 years
50-59 years
Above 60 years
Area of study
Accounting
Business
Logistics
Computing
Education
Level of study
Certificate
Diploma
Bachelor
Post-graduate
Masters

Frequency
187
140

%
57
43

2
237
67
17
3
1

1
72
20
5
1
0

124
63
34
91
15

38
19
10
28
5

20
101
177
20
9

6
31
54
6
3
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During the study students were asked to respond on what information do they use their smart
phones to access and the results revealed that most students mostly use their mobile computing
devices to store and keep their personal data (20%) access social media platforms (18%), Used as
storage devices by inserting memory card (16%), accessing and reading their class related notes
(14%); also mentioned that they use these mobile computing devices in accessing bank information
and making other financial transactions (11%). It was again reported some used the mobile devices
to install and access computer applications (10%)

10%
16%

Bank information

11%
14%

Class notes

18%

Facebook login password or
twitter or Instagram
Personal data

3%
8%

Business data

20%

Corporate data
Memory card
Your best applications

Figure 1: Uses of Mobile Computing Devices
The findings on the above figure shows that there’s no great variation between what they store on
their smartphone when looking on social media such as Facebook, Twitter or Instagram; personal
data and possession of memory card. But some use for class notes storage showing that smartphone
are useful in simplifying their studies. There’s great danger that 11% of the students store bank
information which can be a great risk once someone hack their smartphone, if he/she does not
possess the knowledge of security features present in their smartphone.
The study also assessed the Operating System of Mobile Computing Devices Owned by
Participants. The operating system used is believed to directly relate to the awareness and level of
securing that the customer will secure.
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Table 2: Operating System Popularity
Operating System

Sample popularity

Order of popularity

Android

81.7%

1

Blackberry

3.7%

4

Symbian

0.6%

5

Windows mobile

4.9%

3

iPhone iOS

8.0%

2

Bada

0.3%

Palm OS

0.3%

Sailfish OS

0.3%

Maemo
Source: Research Data (2016)

0.3%

The results in Table 2 revealed to a very large extent (81.7%) many of participants use Androids
when compared to other operating systems, which shows that 8.0%, 4.9%, 3.7% and 0.6%, of
participants use iPhone iOS, Windows mobile, Blackberry, and Symbian respectively. There are a
number of reasons related to use of Android operating system including easiness to use, less
expensive and it’s technology is open source. This was also reported by study done by Mylonas et
al (2013), which provided the same similarity.

3.2. Level of awareness about security features available in mobile computing devices among
students of higher learning institutions
Given the undeniable explosion and rapid spread of smartphones and other mobile devices coupled
with their persistent, routine use, universities/college students must exercise vigilance in mobile
device security. This awareness necessity is crucial to all institutions of higher education, which are
a stomping ground for a massive population of fearless and hungry consumers of every new
technology. Students in these higher learning institutions need to be aware of risks attached with
use of mobile computing devices that they use in day to day learning and campus life. Data
collected revealed that many students were concerned (64.8%) about security issues while about
one-third of the students were undecided about security issues. Descriptively the data showed that
many students were concerned with security of the information/data stored in their mobile devices
= 2.13,
= 2.00
= .886 ). It is right to say, having
(
almost one-third of college students not being aware and showing less concern for mobile
computing devices security risks is not few number. Cate (2006) reported that Institutions of
higher education pose increased temptation and security risk for these institutions “possess a large
volume and variety of sensitive information on a wide range of individuals, and demands for this
information are growing.
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Table 3: Level of security concern among student in Higher Learning Institutions
Levels of Security Concern

Frequency

Percentage

Extremely concerned

90

27.5

Concerned

122

37.3

Neutral

103

31.5

Not concerned

8

2.4

Extremely not concerned

4

1.2

327

100.0

Total
Source: Research Data (2016)

Students uses Mobile devices, particularly smartphones, which surely have a powerful and
significant presence on campuses and are used not just for social communication (Gikas and Grant,
2013), but they are increasingly using these mobile devices for access to academic material,
submission of work, online research downloading and storing their results, and for financial
transactions. Likewise, these devices, even more so than other PCs (Wong et al., 2015), are used for
surfing on and interacting with websites, where a variety of security breaches including cross-site
scripting (Hydara et al., 2015; Johns, 2014) occurs. The study further assessed level of
understanding of student towards these security threats and results are shown in Table 4.
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Table 4: Level of Students Understanding on Existence of Security Threats
Level of Understand on threats
Threat
Spoofing
Scanning
Denial of service, network
congestion
Spam, Advertisements
Eavesdropping
Jamming
Loss, theft, disposal or
damage
Cloning SIM card
Technical failure of device
Unauthorized device
(physical) access
Unauthorized Access
Offline tempering
Crashing
Misuse of Phone Identifiers
Electrical
tracking/surveillance/exposure
of physical location
Resource abuse
Sensitive Information
Disclosure (SID), Spyware
Corrupting or modifying
private content
Disabling applications or the
device
Client side Injection/Malware
Direct billing
Phishing

Very
Very
Good
Fair
Poor
good
poor
32(12.6) 71(28.8) 61(24.0) 41(16.1) 49(19.3)
77(27.8) 97(35.0) 66(23.8) 21(7.6) 16(5.8)
59(22.5) 94(35.9) 65(24.8)

17(6.5)

27(10.3)

53(20.7) 94(36.7) 57(22.3) 28(10.9) 24(9.4)
18(8.1) 52(23.4) 60(27.0) 51(23.0) 41(18.5)
37(15.9) 45(19.3) 74(31.8) 43(18.5) 34(14.6)
65(25.1) 68(26.3) 55(21.2) 42(16.2) 29(11.2)
47(19.4) 66(27.3) 58(24.0) 41(16.9) 30(12.4)
35(14.1) 76(30.5) 68(27.3) 41(16.5) 29(11.6)
38(5.0)

77(30.3) 71(28.0) 38(15.0) 30(11.8)

39(15.4)
25(10.5)
35(14.3)
29(12.5)

88(34.6)
72(30.4)
50(20.4)
56(24.1)

57(22.4)
57(24.1)
73(29.8)
66(28.4)

43(16.9)
48(20.3)
45(18.4)
46(19.8)

27(10.6)
35(14.8)
42(17.1)
35(15.1)

51(19.4) 77(29.3) 60(22.8) 46(17.5) 29(11.0)
32(12.7) 58(23.0) 68(27.0) 49(19.4) 45(17.9)
26(10.4) 68(27.1) 70(27.9) 47(18.7) 40(15.9)
35(13.9) 62(24.7) 82(32.7) 35(13.9) 37(14.7)
44(17.7) 69(27.8) 73(29.4) 33(13.3) 29(11.7)
32(12.9) 65(26.1) 60(24.1) 50(20.1) 42(16.9)
23(9.3) 64(26.0) 69(28.0) 42(17.1) 48(19.5)
26(10.2) 54(21.3) 55(21.7) 61(24.0) 58(22.8)

Students involved in this study revealed partial understanding about various security threats listed
in the questionnaire used. Data shows most students only have high awareness on issues of
scanning their devices (62.8%), denial service, and network congestion (58.4%) and spam and
advertisements (57.4%). If combine all those who showed very good and good level of
understanding and compare them to those who showed fair, poor and very poor understanding,
plotting their percentage in a line graph it shows most students below average understanding of
mobile device threats (see figure 2). These results are in line with the results of a study done by
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Chin et al (2012), showing most users are concerned about security on their smartphone than on
their laptops. But the study done by Ophoff and Robinson (2014) shows rarely concern about
security. This kind of concerned shown by the participants on this study, does not reflect on the
knowledge of security threats as seen on the followed discussion on knowledge on the security
threats.

68.5

68.5
65.3

64.9

62.8
59.4

58.4

57.4
51.4
48.6

41.6

41.4

64.3

63.3

62.5

59.2

42.6

53.3

55.4

54.8

54.4
45.5

44.6
40.9

37.2

35.2

61.1

51.3
48.7

50
49.9
46.7

64.6
61.3

35.3

34.7

36.6

35.7

37.5

38

39
35.3

31.5

31.5

Good Understanding

Poor Understanding

Figure 2: % Level of Understanding the existence of Mobile Computing Devices Threats

3.3.Knowledge of Security Features and Usage in Mobile Devices
The study assessed the knowledge of students on security features present in their mobile devices
and compare the known features again if they use the features or not. The data in table 5 are from
327 participants and displayed a
= 3.0000knowledge of security features
= 2.0.
The data shows students knows various security features in their mobile devices, but usage of these
features is low when compared to number (%) of those who knows the features. It is a security
concern when someone is aware and knows how to use certain security feature. This substantial
usage and penetration into mainstream daily life renders knowledge of and adherence to appropriate
security measures and practices vital.
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Table 5: Feature you known and used in protecting Mobile Devices among Higher learning
Students
Security Features
Tick
Know
Use
Auto-Lock or automatically lock
263(77.6)
189(60.4)
Lock Screen (PIN, Password)
290(85.5)
220(70.3)
Pattern lock
289(85.3)
190(60.7)
Power button instantly lock
233(68.7)
123(39.3)
SIM card lock/SIM PIN
243(71.7)
122(39.0)
Password of the device (Device PIN, Passcode lock)
231(68.1)
111(35.5)
facial recognition
198(58.4)
45(14.4)
Fingerprint
217(64.0)
66(21.1)
Unknown sources
188(55.5)
49(15.7)
Device administrator
184(54.3)
70(22.4)
Verify Apps
203(59.9)
93(29.7)
App permission
198(58.4)
104(33.2)
Safety Wi-Fi, Bluetooth or NFC
220(64.9)
132(42.2)
Encryption phone
194(57.2)
68(21.7)
Encryption Application (App Lock)
201(59.3)
84(26.8)
Mobile anti-theft
200(59.0)
74(23.6)
Store and backup data
224(66.1)
146(46.6)
The findings obtained from Table 5, the understanding of these security features were not known
by most of the students (participants) and confirmed similar findings in previous study such as that
of Mylonas, Kastania, and Gritzaliss (2013), Parker, Ophoff and Van Belle (2015) and Jones, and
Heinrichs (2012), but the study done by Sari, and Candiwan (2014) show the opposite where by
users have the higher level of knowledge about security threats. As said on the level of concern
about security which showed that participants are concern about security, but have little knowledge
about the security threats, but again those with knowledge about the features still some did not use
the known features. This shows that there’s a desire to the participants to protect themselves but
they have failed to have the knowledge and willingness on the security threats.
The study addressed the behavior on usage of features to find out how participants are frequently
using the security features that are present on participants’ mobile devices as to tackle the security
threats. It was found from the data that out of 326 participants in the studied sample displayed a
= 3.0000 behavior on usage of features
= 3.00)whilein the other hand the results
displayed in figure 3 gives more detail whereby the horizontal line indicate the median, and the box
covers the inter quartile range by displaying the spread of participants along selected choices. The
spread is concentrated from rarely to always for most of the participants.
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The findings on the figure 3 relate how frequently participants use security features present on their
mobile computing device and the data present that most of the participants are not using the
mentioned security features every time even though they know these features. This also is seen on
the study conducted by Mylonas et al (2013) and Jones, and Heinrichs (2012). So there’s a great
chance of users to find themselves being victims of cybercrimes or facing security threats on their
mobile devices. This may imply that there is need for more training on awareness of the security
threats and how such security features can protect users against particular threats.

Figure 3: Knowledge of threat, Behavior on Using and Perception on Security features

4. Conclusion and Recommendations
4.1. Conclusion
There has been a world-wide concern over the security concerns of mobile computing devices used
among higher learning institutions. The study involved assessed level of awareness about security
features available in mobile computing devices among students of higher learning institutions in
Tanzania. Collected data unveiled that students in the study are concerned about security of their
mobile computing devices. The data also revealed that there is little knowledge on the security
threats, and most participants use this security features not all the time. Therefore, all these can be
concluded, that participants have partial knowledge and then partial use over security features and
thus why a little number of participants use the security features rarely and even sometime do not
use some of the features at all.
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4.2. Recommendations
Following the findings from this study and various reviewed studies in relation to this study
summarized in this article about Security awareness in Mobile Computing Devices among Students
of Higher Learning Institutions in Tanzania, the following are recommended:

•

•

•

Given the universal usage of mobile computing devices and their unmitigated penetration
into academia, institutions of higher education must establish short and thorough mobile
security policies and then, must actively emphasize compliance from the university
community.
Higher learning institutions should train students on identification and use of basic security
features for mobile computing devices to help protect the rich assortment of sensitive data
mainly stores and accessed by student through these devices.
This study did not examine the language as an aspect that impact security awareness, or
between IT experts and non IT experts. Therefore, this can be the basis for future related
research.
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