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Abstract

The Open University of Kenya operates at the nexus of a digital-first man-
date and the infrastructural challenges inherent to the digital divide in the
Global South. While conventional Learning Management Systems (LMS) facil-
itate structured content delivery, they frequently lack the synchronous social
layer required for student retention, inadvertently incentivising the academic
community to rely on Shadow IT platforms. This reliance compromises data
sovereignty and fragments institutional knowledge. This paper details the engi-
neering and deployment of a sovereign, decentralised communication ecosystem
underpinned by the Matrix protocol. We formalise an architectural transition
to a high-concurrency Worker Architecture and implement a tiered Hybrid En-
cryption Model to balance institutional auditability with end-to-end privacy. By
integrating the platform directly into the existing LMS via custom widgets and
automated identity provisioning, we demonstrate a scalable model for resilient
educational infrastructure. Our findings present a robust technical blueprint for
tertiary institutions seeking to re-establish digital autonomy whilst ensuring a

modern, accessible user experience.
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1 Introduction

In traditional tertiary institutions, the physical campus functions as the container
for academic culture; lecture halls, corridors, and hostels provide the neces-
sary collision space for synchronous peer learning and unstructured academic
discourse. For distance learning institutions such as the Open University of
Kenya, this physical campus is abstracted into digital infrastructure. While
this abstraction democratises access to education, it concurrently generates a
phenomenon of Virtual Isolation — a documented primary driver of attrition in
remote academic cohorts (Andersson and Gronlund, 2009).

Currently, the digital infrastructure of modern universities is heavily bifurcated.
On one side is the formal layer, predominantly managed through LMS such as
Moodle or bespoke equivalents like SOMAS. These systems are highly effective
for the asynchronous dissemination of content and formal assessment; however,
they are socially sterile. To compensate for the lack of real-time collaboration,
the academic community inevitably shifts its synchronous communication to
the informal layer, relying on proprietary Shadow IT platforms (e.g., WhatsApp,
Telegram) (Kibuku et al., 2020).

This reliance on unmonitored, commercial social networks introduces critical sys-
temic vulnerabilities. Under the Kenya Data Protection Act (2019), the university
operates as a Data Controller liable for the processing of student data (Republic
of Kenya, 2019). By tacitly permitting the migration of academic discourse to
Shadow IT, institutions compromise their digital sovereignty, as data is routed
through and stored on foreign servers subject to external jurisdictions and com-
mercial data-mining algorithms. Furthermore, this creates an Information Black
Hole where intellectual history and collaborative problem-solving are trapped
within encrypted, ephemeral silos, rendering them inaccessible for institutional
auditing or future cohorts.

To resolve the paradox between the necessity for synchronous social learning
and the imperative of digital sovereignty, we engineered and deployed a scalable
communication ecosystem underpinned by the open-source Matrix protocol
(Matrix.org Foundation, 2024). This paper documents the architectural evolution
required to provide a user experience commensurate with commercial Software-
as-a-Service (SaaS) platforms whilst retaining absolute institutional governance
over the infrastructure.

1.1 Related Work and Background

This research intersects three distinct domains of computer science and educa-
tional technology.

Digital Sovereignty: Recent literature highlights the risks of data colonialism,
wherein educational institutions in developing nations become entirely depen-
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dent on foreign technological monopolies for fundamental operations (Pangrazio
and Selwyn, 2020). Reclaiming digital autonomy requires infrastructure that is
open-source, locally hostable, and capable of operating within the constraints of
regional network topologies. Matrix provides the protocol layer necessary for
this autonomy, though empirical studies on its deployment at an institutional
scale in Africa remain sparse.

Technostress and Shadow IT: The proliferation of disjointed digital tools induces
significant cognitive load, often termed Technostress, which negatively impacts
academic performance (Upadhyaya and Vrinda, 2021). While institutional IT
departments attempt to enforce unified communication tools, adoption fails if the
tools introduce high latency or poor user interfaces. The persistence of Shadow
IT demonstrates a user preference for low-latency, mobile-first synchronous
platforms.

Queueing Theory in Distributed Protocols: The shift from monolithic communi-
cation platforms to federated protocols introduces complex scalability challenges.
The reference Matrix homeserver (Synapse) fundamentally operates as an event-
processing engine. Existing studies highlight the limitations of single-threaded
architectures under high concurrency (Dragoni et al., 2017). Applying multi-
server queueing theory (M/M/n) to optimise these federated event streams is
essential for maintaining the low latency required for synchronous chat.

1.2 Contributions

To bridge the gap between theoretical data sovereignty and practical, high-
performance infrastructure, this paper makes the following novel contributions:

1. Mathematical Formalisation: We model a university’s digital communica-
tion network as a directed multigraph, establishing a rigorous framework
for automated access control, power-level hierarchies, and room state
management.

2. Queueing Optimisation for Matrix: We provide empirical validation of a
load-balanced, multi-server worker architecture (M /M /n) for the Synapse
homeserver, demonstrating an 833% increase in throughput and a 91%
reduction in latency during peak academic loads.

3. Hybrid Encryption Framework: We propose and evaluate a context-aware
encryption model that utilises the Double Ratchet Algorithm for private
communications while preserving unencrypted states for public academic
spaces.
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2 Theoretical Framework

21 The Communication Ecosystem Model

We formalise the communication network as a directed multigraph G = (V, E, @),
where V denotes the set of vertices (representing students, faculty, and service
agents), E represents the set of directed communication edges, and @ represents

the function assigning power levels to vertices.

The authority threshold constraint for accessing a communication space ¢ € €
is defined as:

1, ifd(u) > w(c)
Access(u, c) = (1)
0, otherwise

where w(c) denotes the minimum power level required for administrative or

moderation actions within the communication space c.

Faculty / Admin
®(u) =100

Announcements Room

w(c) =50
Automated Push .
LMS Bot Moderate / Write
@ (u) =50 ;
Automated Push .

Student ot “  Read & Write
®(u)=0

Figure 1: Directed graph illustrating access control and communication flow

based on power levels.

2.2 Performance and Queueing Formalisation

To address operational scaling challenges, we model the Synapse homeserver as
a multi-server queueing system M/M/n. Given a message arrival rate A and a
service rate pu per worker process, the system utilisation p is defined by:

_ A
-

p 2)
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For stable operation, the system must satisfy p < 1. The average wait time
W for messages within the high-concurrency architecture is minimised by
increasing the number of active workers n, such that:

C(n,A/u)
Wa= " ©

where C(n,A/u) represents the Erlang-C formula for the probability that a
message must wait in the queue.

3 System Architecture and Implementation

The translation of the theoretical multigraph and queueing models into a
production-ready ecosystem required a highly decoupled, modular architecture
designed to operate within regional infrastructural constraints (KENET, 2024).

3.1 Core Components and Network Topology

Figure 2 illustrates the base deployment architecture, highlighting the flow of
traffic through the reverse proxy.

Internet / Users

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

TURN/STUN
(VolP Traversal)

Nginx Proxy
(TLS Termination)

Y

Synapse 1
PostgreSQL |
<—{ (Matrix Homeserver) }—> !

Redis
(Caching/Workers)

OIDC/SAML

Y

SSO Provider
(Keycloak/LDAP)

Figure 2: High-Level System Architecture of the Matrix Deployment.

The technology stack is composed of the following layers:

¢ Protocol & Homeserver: Matrix and Synapse (reference implementation
written in Python/Twisted).

* Client: Element Web/Mobile, optimized for low-bandwidth environments
(Hodges and Matrix.org Contributors, 2021).

18



International Journal of Scientific Research and Innovative Technology ISSN: 2313-3759

* Database: PostgreSQL (for persistent storage of message history and graph
state).

e Media/VolP: [itsi Meet and Element Call.

To ensure reliable Voice and Video over IP (VoIP) across restrictive campus
firewalls and Carrier-Grade NAT, the deployment incorporates a dedicated
TURN/STUN server (Coturn) (Mahy et al., 2010). This facilitates media relay
when direct peer-to-peer connections are blocked.

3.2 Operationalising the Worker Architecture

To realise the M/M/n queueing optimisation formalised in Section 2, the
platform eschewed the default monolithic deployment. The architecture sep-
arates the homeserver into specialised worker processes (Client API Readers,
Synchrotrons, and Federation Senders). A central Redis instance operates as
the load balancer and message broker, effectively functioning as the queue
component (Wy).

Synapse Multi-Server Architecture (M /M /n)

Arrivals (A) Load Balancer
——— Qupue

(Redis)

Figure 3: Multi-server queueing system representing the load-balanced worker

architecture.

3.3 Identity Management and Graph Provisioning

A primary friction point in adopting new software is the manual onboarding of
vertices (V). To mitigate this, the platform utilises “Invisible Login” via Single
Sign-On (SSO) integrated with Keycloak.

When a user authenticates, the system dynamically instantiates their node and
deterministically derives their Matrix ID. Role-based access controls from the
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Identity Provider are synced to Matrix power levels automatically granting
moderation privileges to faculty. Rather than presenting users with an empty
interface, automated scripts immediately join users to General Announcements
and specific Departmental or Course spaces based on their academic profile.

3.4 Privacy, Security, and Governance

Matrix provides granular control over cryptography. We implemented a Hy-
brid Encryption Model leveraging the Double Ratchet Algorithm (Perrin and
Marlinspike, 2016).

Context Encryption Strategy = Rationale

Private Chats (1:1)  End-to-End Encrypted Protects student privacy
(E2EE) and sensitive faculty discus-
sions. Admins cannot read

these messages.

Public Spaces Unencrypted Required for moderation,
searchability, history audits,
and archival purposes.

Course Rooms Configurable (Default: Allows new students join-
Unencrypted) ing late to view history
(transparency).

Table 1: Encryption Policy Matrix

To prevent spam and maintain a focused academic environment, the university
server operates in a Semi-Closed Federation mode. Federation is disabled for
general public servers but explicitly enabled for trusted partner universities.

Campus | Allowed (mTLS) /[ Partner

Ser\y " | University

Blocked

Public

Internet

Figure 4: Semi-Closed Federation Topology
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3.5 LMS Integration and the Live Layer

To ensure the platform is deeply integrated into the academic workflow, it
functions as a live layer superimposed over the LMS. We introduced automated
service agents (A C V) to bridge asynchronous events with synchronous discus-

Webhook Relay Matrix Bot
(JSON Payload) (Client API)

sion.

SOMAS (LMS)
(Assignment Posted)

Course Room
(MAT 101)

Student App
(Notification)

Figure 5: LMS Notification Workflow

Furthermore, custom Element web client widgets embed LMS calendars and
assignment deadlines directly into the chat interface. Visual identity config-
urations were locked down to present university colours and logos, building
institutional trust.

4 Results and Discussion

The deployment of the Matrix-based communication ecosystem at the Open
University of Kenya provided a comprehensive environment to validate the
theoretical models established in Section 2.

4.1 Empirical Validation of the Queueing Model

To assess the efficacy of the M /M /n worker architecture, we monitored the
system under peak academic loads. Table 2 summarises the performance gains
achieved by distributing the load across n = 8 worker processes managed by a
Redis load balancer, compared to the baseline single-process (n = 1) deployment.

The data demonstrates that as the arrival rate A spiked, the monolithic system
reached a utilisation state of p ~ 1, resulting in exponential increases in W. The
implementation of the worker architecture maintained p < 0.7 across all nodes,
effectively eliminating the bottleneck and validating the Erlang-C optimisation
model.
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Table 2: Performance metrics: Monolithic vs. Worker Architecture under peak

load (10,000 concurrent connections).

Metric Monolithic(n=1)  Worker (n=8) Improvement
Average Latency (W) 1,450 ms 125 ms 91.4%
Throughput (u) 45 msg/sec 420 msg/sec 833.3%
CPU Utilisation (Peak) 98% (Single Core)  65% (Distributed) -
Database Connection Locks ~ High (Frequent) Negligible -

4.2 Graph Centrality and Shadow IT Attrition

Prior to deployment, network analysis revealed that the majority of peer-to-peer
edges (E) existed on proprietary Shadow IT platforms. Following the integration
of the automated LMS bots (@ (u) = 50) and SSO, the system recorded an 82%
migration of synchronous academic communication into the sovereign Matrix
environment within the first semester. By pushing real-time events directly
into relevant communication spaces €, the Matrix server effectively became the
node with the highest betweenness centrality in the students” digital academic

workflow, rendering external ad-hoc groups redundant.

4.3 Trade-offs in Hybrid Encryption

While End-to-End Encryption introduces a minor key-exchange overhead (av-
eraging 45ms per initial session setup), this cost was deemed mathematically
trivial when offset by the high throughput of the worker architecture. By re-
stricting E2EE to private 1:1 communications and keeping public course rooms
unencrypted, the system preserved computational resources whilst ensuring
compliance with statutory data protection mandates.

4.4 Sociological Challenges and Adoption

The deployment revealed that primary challenges are often sociological. Students
and faculty, fatigued by tool proliferation, frequently asked, Why can’t we just use
WhatsApp? In response, the team produced engaging video tutorials explaining
the benefits of separating academic life from personal life (Digital Wellbeing) and
the institutional importance of privacy (Upadhyaya and Vrinda, 2021).

5 Conclusion and Future Work

The abstraction of the physical university campus into a digital paradigm
frequently forces institutions into a false dichotomy: either enforce compliance
through sterile, asynchronous Learning Management Systems, or surrender
digital sovereignty to proprietary Shadow IT platforms. This paper demonstrates
that tertiary institutions in the Global South can successfully resolve this paradox
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by architecting sovereign, standards-based communication infrastructure.

By formalising the network as a directed multigraph G = (V, E, @), we estab-
lished a rigorous framework for automated identity provisioning. Furthermore,
the empirical validation of the M /M /n worker architecture illustrates that fed-
erated, open-source protocols like Matrix can match the low-latency performance
of commercial Saa$S alternatives, achieving a 91.4% reduction in latency. The
resulting 82% migration of student communication confirms that user adoption
is driven by performance and workflow integration. Ultimately, this deployment
provides a resilient, reproducible blueprint for universities seeking to reclaim
their digital autonomy while delivering a modern pedagogical experience.

Building upon this foundation, scaling the ecosystem to support seamless inter-
university federation introduces complex challenges regarding state resolution
and metadata synchronisation over constrained wide-area networks. Future
research will focus on optimising the Matrix State Resolution (v2) algorithm
for high-latency environments. Additionally, the formalised multigraph G
presents a novel dataset for educational data mining. Future work will explore
the application of machine learning algorithms to calculate node centrality
and isolation metrics in real time. By identifying topologically isolated nodes—
students peripheral to synchronous academic discourse —institutions could
develop predictive models for student attrition, enabling proactive pedagogical

interventions before formal assessment failures occur.
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